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A hands-on guide to mastering mobile forensics for the iOS, Android, and the Windows Phone
platforms

About This Book

Get to grips with the basics of mobile forensics and the various forensic approaches●

Retrieve and analyze the data stored on mobile devices and on the cloud●

A practical guide to leverage the power of mobile forensics on the popular mobile platforms with lots of●

tips, tricks and caveats

Who This Book Is For

This book is for forensics professionals who are eager to widen their forensics skillset to mobile forensics
and acquire data from mobile devices.

What You Will Learn

Discover the new features in practical mobile forensics●

Understand the architecture and security mechanisms present in iOS and Android platforms●

Identify sensitive files on the iOS and Android platforms●

Set up the forensic environment●

Extract data on the iOS and Android platforms●

Recover data on the iOS and Android platforms●

Understand the forensics of Windows devices●

Explore various third-party application techniques and data recovery techniques●

In Detail

Mobile phone forensics is the science of retrieving data from a mobile phone under forensically sound
conditions. This book is an update to Practical Mobile Forensics and it delves into the concepts of mobile
forensics and its importance in today's world.

We will deep dive into mobile forensics techniques in iOS 8 - 9.2, Android 4.4 - 6, and Windows Phone
devices. We will demonstrate the latest open source and commercial mobile forensics tools, enabling you to
analyze and retrieve data effectively. You will learn how to introspect and retrieve data from cloud, and
document and prepare reports for your investigations.

By the end of this book, you will have mastered the current operating systems and techniques so you can
recover data from mobile devices by leveraging open source solutions.



Style and approach

This book takes a very practical approach and depicts real-life mobile forensics scenarios with lots of tips
and tricks to help acquire the required forensics skillset for various mobile platforms.
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From reader reviews:

Mary Williams:

Why don't make it to become your habit? Right now, try to ready your time to do the important work, like
looking for your favorite e-book and reading a book. Beside you can solve your short lived problem; you can
add your knowledge by the reserve entitled Practical Mobile Forensics - Second Edition. Try to face the
book Practical Mobile Forensics - Second Edition as your close friend. It means that it can to become your
friend when you truly feel alone and beside that of course make you smarter than ever before. Yeah, it is
very fortuned for you personally. The book makes you more confidence because you can know anything by
the book. So , we should make new experience along with knowledge with this book.

Rickie Miller:

Have you spare time for a day? What do you do when you have a lot more or little spare time? Yep, you can
choose the suitable activity regarding spend your time. Any person spent their own spare time to take a go
walking, shopping, or went to often the Mall. How about open or even read a book called Practical Mobile
Forensics - Second Edition? Maybe it is to become best activity for you. You realize beside you can spend
your time together with your favorite's book, you can better than before. Do you agree with its opinion or
you have additional opinion?

Theresa Villarreal:

This Practical Mobile Forensics - Second Edition is great book for you because the content that is certainly
full of information for you who have always deal with world and possess to make decision every minute.
This kind of book reveal it data accurately using great manage word or we can say no rambling sentences
inside. So if you are read that hurriedly you can have whole details in it. Doesn't mean it only gives you
straight forward sentences but challenging core information with splendid delivering sentences. Having
Practical Mobile Forensics - Second Edition in your hand like finding the world in your arm, details in it is
not ridiculous 1. We can say that no guide that offer you world in ten or fifteen second right but this reserve
already do that. So , this can be good reading book. Hello Mr. and Mrs. stressful do you still doubt this?

Tammie Turman:

What is your hobby? Have you heard that will question when you got scholars? We believe that that concern
was given by teacher with their students. Many kinds of hobby, All people has different hobby. Therefore
you know that little person such as reading or as reading become their hobby. You must know that reading is
very important and book as to be the matter. Book is important thing to increase you knowledge, except your
current teacher or lecturer. You discover good news or update with regards to something by book. Different
categories of books that can you take to be your object. One of them is this Practical Mobile Forensics -
Second Edition.
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